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What if MFA...?
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Cyberattacks during latest 12 months
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Figure 5. Pretexting incidents over time
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Verizon 2023 Data Breach Investigations Report
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The Human Factor
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MPFA alone is insufficient
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What is MFA?




MFA or 2FA?
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MFA usage

Password:

[ =
| 4
o

@ Swiss 24t October 2023 @Swiss Cyber Storm

CyberSecurity Beyond Classical MFA




MFA advantages

* Enhanced security

 Reduced attack surface

 Reduced data breaches

e  Compliance with industry regulations
 Easytoimplement

Remote access protection

*  Flexible in authentication method

*  Cost-effective security solution

e And more..
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Which are the challenges?

Poor Implementation

Misguided false confidence
Subject to Phishing Attacks
Weak Authentication Methods
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Choosing Wrong MFA Component
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Inconsistent MFA implementation

More... k

Brute Force
Unpatched vulnerabilities
Social Engineering

»
e
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Logic errors in MFA flow

Start AuthN
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MFA Fatigue
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Pass the Cookie
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Pass the Cookie - Details ..
Q T dec(cookie01)

enc(cookie01)

Mimikatz

dpapi: :chrome /in:”%localappdata%GoogleChromeUser
DataDefaultCookies” /unprotect

Swiss 24t October 2023 @Swiss Cyber Storm
CyberSecurity Beyond Classical MFA



Steal the AuthN Cookie




Steal the AuthN Cookie - Details
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What went wrong and why?

What went wrong so far and why?
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Passwordless Authentication

Asymmetrical Encryption

f R (& R

‘ KEY W
RSA | - ECC

: 4 [ ‘

' —
Authentication Request { i:

@ Swiss 24t October 2023 @Swiss Cyber Storm

Key match..

CyberSecurity Beyond Classical MFA



How do | use asym keys?
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Problem solved?

 Laptops could be stolen k
 Hardware tokens could be lost
 Hardware tokens could malfunction or get broken

e Humans are unpredictable..
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Understand
FIDO2 Standard

How to start
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Hurdles

 Some systems may not support phishing-resistant MFA

* |t may be difficult to deploy phishing-resistant MFA to all staff
members at once

 There may be concerns that users will resist a migration to
phishing-resistant MFA

 Many others..
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CYBERSECURITY EVENTS
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