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Basics on Chaos
The Challenge: Chaos in the Cloud

Focus on Subjective Reality
How you know?
If perception is unique, how to mitigate?

S

Back into Cloud Security

7. Summary: See - Accept - Act

Warning. This is not a technical talk, the aim is to deliver insights
to change your organisation and it controls.
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Connections lead to chaos

N

Double
Pendulum

https://en.wikipedia.org/wiki/Double_pendulum

Botjes, Edzo. (2020). Defining Antifragility and the application on Organisation Design (1.0) [Zenodo]
https://doi.org/10.5281/zenodo.3719389

Reality is strange, and we know this for a long time

Perception leads to chaos

RECTANGLE ox (IR(LE ?
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The Challenge:
Chaos in the cloud
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The cloud delivers value by
as-a-service and continuous innovation

MNovelty Innovation

Success | Relevance

There is no cloud

it's just someone else's computer

By Chris Watterston

https://www.skellis.net/blog/there-is-no-cloud - Chris Watterston 2023-10 @ ® @
Huber, D., Kaufmann, H., and Steinmann, M. (2017). Innovation: An Abiding Enigma, pages 11-19. Springer International Publishing, Cham. https://books.google.nl/books?id=rzckDWAAQBAJ Humans and Chaos BY SA
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The cloud as innovation system leads to chaos

Innovation enables to new possibilities and new connections,
Creating a nonlinear dynamic system, also known as Chaos.

No\:elty/ Innovation
0
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Relevance
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Security Microsoft worker accidentally exposes 38TB of

Chaos in the cloud sensitive data in GitHub blunder

Included secrets, private keys, passwords, 30,000+ internal Teams messages

[ X X )

Unexpected downtime Deutsche Bank, ING, and Postbank impacted by
Unexpected data leaks MOVEit hack

Unexpected functionality Updatedon: 13y 2023

Unexpected value lost @ seviesrmer senromas

Difficulty to achieve in control statement

Cyber blackmailers have stolen and published what is

Satops probably the most comprehensive data set on Swiss
Microsoft’s Azure mishap betrays an industry blind to a big problem citizens abroad. How was this possible?
If a tiny typo brings down half of Brazil, perhaps we're the nuts July 4, 2023 - 09:00 © 7 minutes
Mo 12 00n 2023 1 0830 UTC
Balz Rigendinger et
& Other languages: 6 N

®®

In mid-May, a stolen data set appeared on the darknet. The content

https://en.wikipedia.org/wiki/Swiss_Leaks was information about subscribers to & Swiss Review. This is a

https://cybemews.com/security/deutsche-ing-postbank-impacted-moveit-hack-clop/

https://www.theregister.com/2023/09/18/more_microsoft_token_trouble federal government maga.zme t_hat keeps Swiss citizens abroad up
https://www-theregister-com.cdn.ampproject.org/c/s/www.theregister.com/AMP/2023/06/12/comment to date on developments in their home country. 2023-10 @ ® @
https://www.swissinfo.ch/eng/politics/data-leak-affects-425-000-swiss-abroad/48628744 Humans and Chaos BY SA
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Skip technology and process

These topics are well documented in previous and other talks.

“c,\o"-_’v‘J
1ec Design systems that are decoupled
Mitigate data loss

Achieve adaptable and agile IT architecture
Comply with the IEC 62443, ISO 27001, CIS, NIST, ...

ces®
e Implement continuous development, and continuous innovation
Risk Management vs Enterprise Continuity Management vs Cyber Resilience
Cynefin Framework and the VUCA world we live in.
Resilience and Antifragility

v
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Focus on
Subjective Reality
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bGP School of athens by Raphael
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Plato’s (up) and Aristotle (down)

Leonardo da Vinci as Plato Leonardo da Vinci’s Vitruvian Man
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https://en.wikipedia.org/wiki/The_School_of_Athens 2023-10
https://en.wikipedia.org/wiki/Vitruvian_Man
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Plato’s allegory of the cave

o 4
V.
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https://en.wikipedia.org/wiki/Allegory_of_the_cave Humans and Chaos BY SA
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Visualisation and information
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https://twitter.com/jimhejl/status/1452814882701824001 2023-10 @ ®©
https://twitter.com/AkiyoshiKitaoka/status/1568102162064113669 https://www.ritsumei.ac.jp/~akitaoka/index-e.html Humans and Chaos BY SA
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The colors in the rectangles are the same

84% LILAC 84% LILAC

#938DBB #938DBB
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How you know?
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Every human has their own individual models

e e o o Em o Em Em Em Em Em Em =

Mental

Model 2| Behavior -  Reality

Senge, P. M. (1990). The Fifth Discipline: The Art and Practice of the Learning organisation. A Currency book. Doubleday/Currency, New York, NY, USA
Hestenes, D. (2010). Modeling theory for math and science education. In Modeling students’ mathematical modeling competencies, pages 13-41. Springer.

https://en.wikipedia.org/wiki/Allegory_of_the_cave 2023-10 @ ®©

https://plato.stanford.edu/entries/plato-myths/ Humans and Chaos BY SA
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our mental models are created by models

Mental

Model 2| Behavior -  Reality

Concept
o 2
/ k
B %
& *
refersto /' Thing in the

. real world

Ogden & Richards’ Semiotic Triangle https://en.wikipedia.org/wiki/Triangle_of_reference
Rousseau D, Billingham J, Calvo-Amodio J. Systemic Semantics: A Systems Approach to Building Ontologies and Concept Maps. Systems. 2018; 6(3):32. https://doi.org/10.3390/systems6030032

Hoogervorst, J. A. (2017). Foundations of enterprise governance and enterprise engineering. Springer International Publishing. 2023-10 @ ® @
van Gils, B. (2023). DATA IN CONTEXT: Models as Enablers for Managing and Using Data. SPRINGER. Humans and Chaos BY SA
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One model conceived many realities

We humans need models Model
to understand reality and A
talk to each other,

but .. Consumes

Model audience member

Conceives

Y

Architecture*
Requirements*
Business Functionality*

2023-10 @ (’D @

Schoonderbeek, Jan. (2023). Toward an Ontology for EA Modeling and EA Model Quality [Zenodo]. https://doi.org/10.5281/zenodo.7899004 Humans and Chaos BY S
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One model conceived many realities

We humans need models to Model
understand reality and talk to each A
other, but ..

Consumes

There is no singular audience

Model audience member
member.
There are always multiple, Conceives
including the creator itself. v

Architecture*
Requirements*
Business Functionality*

2023-10 @ ® @
Schoonderbeek, Jan. (2023). Toward an Ontology for EA Modeling and EA Model Quality [Zenodo]. https://doi.org/10.5281/zenodo.7899004 Humans an d Chaos BY S
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One model conceived many realities, and here

in-security and unpredictability is created.

Model creator goal

A

Pursues

Creates

Model creator

Model audience member goal

Consumes

—>

Model

A

Pursues

"

Model audience member

Conceives

v

Architecture*
Requirements*
Business Functionality*

Schoonderbeek, Jan. (2023). Toward an Ontology for EA Modeling and EA Model Quality [Zenodo]. https://doi.org/10.5281/zenodo.7899004
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If perception is unique,
how to mitigate?
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Learning model of Senge and Hestenes

|
Personal Mental

Mastery Model

Systems
Thinking

Senge, P. M. (1990). The Fifth Discipline: The Art and
Practice of the Learning organisation. A Currency book
Doubleday/Currency, New York, NY, USA

H H http://www.worldcat.org/oclc/815873729
lll Building . arec!
Team h d Hestenes, D. (2010). Modeling theory for math and
. S a re science education. In Modeling students’ mathematical
Lea rn | I"Ig Vision modeling competencies, pages 13-41. Springer.

Humans and Chaos BY SA
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Learning model of Senge and Hennes

| |
Personal

Mastery

Mental
Model

Systems
Thinking

lll Building

Team
. shared
Learning .
vision _
Senge, P. M. (1990). The Fifth Discipline: The Art and Practice of the Leaming organisation. A Currency book. Doubleday/Currency, New York, NY, USA. 2023-10 @ @ @

Hestenes, D. (2010). Modeling theory for math and science education. In Modeling students’ mathematical modeling competencies, pages 13-41. Springer. Humans and Chaos BY SA
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Systems Thinking

|
I I [
Personal Mental . .
Mastery Model Behavior } Reality

Systems
Thinking

lll Building

Team
. shared
Learning .
vision
Senge, P. M. (1990). The Fifth Discipline: The Art and Practice of the Leaming organisation. A Currency book. Doubleday/Currency, New York, NY, USA. 2023-10 @ @ @

Hestenes, D. (2010). Modeling theory for math and science education. In Modeling students’ mathematical modeling competencies, pages 13-41. Springer. Humans and Chaos BY SA
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Connections

Perception
lead to chaos

leads to chaos

N

Double
Pendulum
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https://en.wikipedia.org/wiki/Double_pendulum

Botjes, Edzo. (2020). Defining Antifragility and the application on Organisation Design (1.0) [Zenodo]
https://doi.org/10.5281/zenodo.3719389

Reality is strange. Embrace it.

| So we need to
| optimize for stress

Antifragile

Value

Stress

2023-10 @ @@
BY SA

Humans an d Chaos



Webia

Security

Connections | Perception
lead to chaos | leads to chaos
|
|

. f
|
l o
|
'
Pendulum 1 RECTANGLE o1 CIRCLE ?
|
- Do not focus on hard
Decouple in controls and
various ways. requirements,

focus on behaviour.

https://en.wikipedia.org/wiki/Double_pendulum

Botjes, Edzo. (2020). Defining Antifragility and the application on Organisation Design (1.0) [Zenodo]
https://doi.org/10.5281/zenodo.3719389

Reality is strange. Embrace it.

| Optimize for stress

Antifragile

Value

Stress

Assume breach, assume
failure and exploit it !
Learn fromit!!

2023-10 @ ® @
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See - Accept - Act
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See - Accept - Act

Chaos is inevitable | Embrace chaos

I Stay away from Fragile
I Become Anti-Fragile

|
|
: f |
[ Antifragile
I
“Double | value
|
|
|
l Stress
RECTANGLE ot CecLE 7 :

Thesis Edzo, Rene APA

I Optimize for learning
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"If you think technology
can solve your security
problems, then you don't
understand the problems
and you don't understand
the technology.”

Bruce Schneier, secrets and lies, 2007

o =gy Y
5 2
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Food for thought

‘Each generation stands on the shoulders of those who have gone
before them’ Stephen Hawking (2017)

‘. .. each giant calling to his brother through the desolate intervals
of time .. .’ Friedrich Nietzsche (1873)

‘If | have seen further it is by standing on the shoulders of Giants.’
Sir Isaac Newton (1675)

‘Whether you can observe a thing or not depends on the theory
which you use. It is the theory that decides what can be observed’
Albert Einstein (1926)

Ottt

Of Tt o

Link to these Google Slides
No login needed

2023-10 @ (’D @

Humans and Chaos BY SA



