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@ Security Researcher (+15 years)

@ Head of Research at Dreamlab Technologies i
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AGENDA
\/

0]- Honeypots Inner-workings
OZ Honeypots “Flawed Logic” issues

0 :I) Statistics & Counter-Intelligence
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HONEYPOTS OBJECTIVES
\/

@ Mimic real systems to attract attackers ‘ :
- N
@ Allow defenders to study attackers’ TTP ATS ATRAP

‘ Gather threat intelligence, statistics, improve security

Sheila A. Berta (@ UnaPibaGeek)
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ARCHITECTURE OVERVIEW
\/

| '
AT | — u
Attacker Honeypot mimicking a real system Log processing, database and dashboard
(E.g: database, SMB service, web server...) (E.g: elastic stack)

Defender

Iy DREAMLAB
Sheila A. Berta (@ UnaPibaGeek) / 4‘ 4 TECHNOLOGIES



REAL VS EMULATION
\/

@ REAL SERVICES

@ Pros: Full capabilities, quite difficult to identify
@ (ons: High effort, hard maintenance, difficult attack logging

@ EMULATED SERVICES

@ Pros: Low effort, easy maintenance, ready-to-use

@ (ons: Limited capabilities, sometimes poorly written, easier to identify

Sheila A. Berta (@ UnaPibaGeek) T
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LEVELS OF INTERACTION
\/

@ LOW INTERACTION
@ VEDIUM INTERACTION
@ HIGH INTERACTION

Sheila A. Berta (@ UnaPibaGeek)
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o HONEPOTS

DETECTING HONEYPOTS
VIA ‘FLAWED LOGIC" ISSUES




PRIOR RESEARCH
\/

@ HONEYPOTS DETECTION BASED ON:

Sheila A. Berta (@ UnaPibaGeek)

@ Default service banners (E.g. 220 mailrelay.local ESMTP Exim 4.81 #1 Thu, 29 Jul 2010 05:13:48 -0700)
@ Default response to commands (E.g. cat /etc/passwd shows user “Phil California”)

@ C(ertificates configuration (E.g.: Organization issuer/subject. “dionaea.carivore.it’)

@ Suspicious number of open ports in the host (E.g.: All ports are open)

@ Suspicious hosting provider (£.g. ICS honeypots on Cloud hosting)

»//
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RESEARCH MOTIVATION
b # s

@ HONEYPOTS DETECTION BASED ON:

@ Flawed logic in their packet-handling functions (errors/unexpected responses)

@ Minimal interaction with the honeypot (1-2 network packets)

' Malformed/Unexpected packet
u Error/Unexpected response

Sheila A. Berta (@ UnaPibaGeek)
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—
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-

DIONAEA FTP

REQUEST:
“/n" character as a password

RESPONSE:
“500 Syntax error: PASS requires an argument

Sheila A. Berta (@ UnaPibaGeek)

”n

REAL SERVICE:

(7 ftp I
Connected to INNEENENEGNGNG .

220 ProFTPD 1.3.4a Server (Debian) [ IS ]

Name (T ) :

331 Password required for shei
[Password: +—

|530 Login incorrect.|

ftp: Login failed.

[ftp> bye <€4—
HONEYPOT:

7 ~ ftp I

Connected to NG

220 DiskStation FTP server ready.

Name (I ) :

331 Password required for shei.

[Password: <—

B0@ Syntax error: PASS requires an argument |
ftp: Login failed.

[ftp> bye <€4——

BQS Incorrect sequence of commands: PASS required after USERI

r_-"l DREAMLAB
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COWRIE SSH

REAL SERVICE:

DBG] [cowrie-honeypot-detect] Dumped Network response for [N : 22

00000000 53 53 48 2d 32 2e 30 2d 4f 70 65 6e 53 53 48 5f |SSH-2.8-OpenSSH_|
REQUEST 00000010 37 2e 39 70 31 20 44 65 62 69 61 6e 2d 31 30 2b |7.9p1l Debian-10+|
- 00000020 64 65 62 31 30 75 33 @d @a 50 72 6f 74 6f 63 6f ||debl@u3..Protoco|

a “SSH-lj:’]7-0penSSH_g_0\|’\n" ?000?030 éc ?9 6d_ 69 -7376d 61 ?4 ,63 68 2? Qa |1 mismatch.. |

&

[
-

Sheila A. Berta (@ UnaPibaGeek)

HONEYPOT:

[DBG] [ssh-honeypot-detection] Dumped Network response for [N : 22

RESPONSE:
00000000 53 53 48 2d 32 2e 30 2d 4f 70 65 6e 53 53 48 5f |SSH-2.0-OpenSSH_|
4 i i 1 i 00000010 36 2e 30 70 31 20 44 65 62 69 61 6e 2d 34 2b 64 |6.0pl Debian-4+d|
PrOtO(Ol major VETS10NS dlﬁers or 00000020 65 62 37 75 32 Od 0a 00 00 00 24 66 01 00 00 00
" 1 " 00000030 08 00 00 00 10 62 61 64 20 76 65 72 73 69 6f ébe
bad VErsion 1337 00000040 20 31 33 33 37 00 00 00 00 3 la f4 86 37 9c

r_-"l DREAMLAB
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MAILONEY SMTP
/ Tsa SR }

/
/
# - telnet 127.0.0.1 25
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is 'A]'.
220 example.org ESMTP Exim 4.93 Ubuntu Mon, 28 Aug 2023 19:43:00 +0000
REQUEST:
Q 2 214-Commands supported:
214 AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
AAAA
@a unrecognized command |

“HELP” or “NON-EXISTENT"

HONEYPOT:

7 ~ telnet IEEEEE—— 25
Trying TN . . .
Connected to GG .

RESPONSE:
. Escape character is ']
“502 Error: command “HELP” not Implemen[Ed" 220 mailrelay.local ESMTP Exim 4.81 #1 Thu, 29 Jul 2010 05:13:48 0700
T —
|502 Error: command "HELP" not implemented |
ARAR ——

liez Error: command "AAAA" not implemented I

r_-"l DREAMLAB
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REQUEST:

“AAAA /HTTP/1.1"

RESPONSE:
“501 - Not Implemented”

Sheila A. Berta (@ UnaPibaGeek)

DIONAEA HTTP

REAL SERVICE:

Request

)

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)

Gecko/20100101 Firefox/116.0
Accept:

Response

Prett: Raw Hex Render

3 HTTP/1.1 405 Not Allowed

erver: nginx/1.25.

3 Date: Tue, 22 Aug 2023 03:34:14 GMT

4 Content-Type: text/html
Content-Length: 157

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp Connection: close

1 */%;0=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
7 Connection: close
8 Upgrade-Insecure-Requests: 1

HONEYPOT:

Hex

.

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10.15; rv:109.0)
Gecko/20100101 Firefox/116.0

4 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, inage/avif, inage/webp

Accept-Language: en-US,en;q=0.5
6 Accept-Encoding: gzip, deflate

Connection:

Upgrade-Insecure-Requests: 1

) <html xmln

<html>
<head>
<title>
405 Not Allowed
</title>

Response
Pretty Raw Hex Render

“fTTP/1.1 501 Not_Implemented

ETVErT MGIAN
Content-Type: text/html; charset=utf-8
4 Content-Length: 352
Connectio close

=l version="1.0" encoding="utf-8"?>
IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
“http://www.w3. /xhtml1/DTD
3.0rg/ lang="en">
<head>
<title>

501 - Not Implemented

I, DREAMLAB
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REQUEST:
v .

K  CET/HTTP/1337"

RESPONSE:

Sheila A. Berta (@ UnaPibaGeek)

“Bad status line ‘Expected dot

m

SNARE HTTP
\\\\\\\\\\\,//’”///////

REAL SERVICE:

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10.15;

Gecko/20100101 Firefox/116.0

4 Accept:
text/html,application/xhtml+xml,application/xml
1 */%;0=0.8

5 Accept-Language: en-US,en; .5
Accept-Encoding: gzip, deflate

7 Connection: close

8 Upgrade-Insecure-Requests: 1

HONEYPOT:

Request

Raw Hex

GET / HTTP/1337
0s L

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15;
rv:109.0) Gecko/20100101 Firefox/116.0

i Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,i
mage/webp,*/*;q=0.8

0.9, image/avif, image/webp

Response

Hex Render

u
23 12:28:42 GMT
Content-Type: text/html
Content-Length: 212
Connection: close

3 <html>
<head>
<title>

505 HTTP Version Not Supported
</title>

Response

Hex Render

|:". DREAMLAB
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DIONAEA SMB
v

REAL SERVICE:

REQUEST:

v __
P  Starts SMB negotiation

«..U.SMB

'..NT LM 0.12..SMB 2.002..SMB 2.777

&
RESPONSE: ..............................
......................... : format
“\x65\x38\x54\x7e\x6 2" (08T-1B) AR RTREO L oM challenge 30 R
\x65\x38\x54\x7e\xbc\x42" (e8T-1B) | can set a custon ¥ €PELEC0
A =4 ¥ e yi defaults 1o 141414141 1ong)
# 1f emp bY r: must be 16 hex byt‘es 34567gabcdema')
# (rememoer= Setsnschatlenge( 12
e.0: servers o
ierver.setSMBCha\le"ge( !
r1
ol

Sheila A. Berta (@ UnaPibaGeek)
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DATABASES
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DIONAEA MYSQL

REQUEST:

REAL SERVICE:

[DBG] [mysql-honeypot-detect] Dumped Network response for [N 3396

00000000
00000010
00000020
00000030

49 00 00 00 @a 38 2e 31
15 7d 55 2d @1 22 25 @0
00 00 00 00 00 00 00 00
14 68 57 34 3b 74 00 63
68 61 32 5f 70 61 73 73

2e 30 00 0b 00 00 00 of
ff ff ff 02 @@ ff df 15
00 00 72 @7 64 5b 21 3e
61 63 68 69 6e 67 5f 73
77 6 72 64 00

[bioss TERCR basse |

[$20=5 [

Taabls

.hWé4; t.caching_s

ha2_password. |

L4
P  Starts MYSOL connection (Protocol ‘Hello") 00060040

HONEYPOT:

[DBG] [mysgl-honeypot-detect] Dumped Network response for [ :3306

RESPONSE:
00000000 34 00 00 00 @a 35 2e 37 2¢ 31 36 00 00 00 12 67 |4....5.7.16....q|
u " 000PPR10 61 61 61 61 61 61 61 61 00 2c a2 21 02 @0 00 00 |aaaaaaaa.,.!....|
5.7.16 (] dddddddd... 00000020 ©0 00 00 00 00 00 00 00 00 00 00 20 20 20 20 20 |........... I
00000030 20 20 20 20 20 20 20 00 [ N

[
A

Sheila A. Berta (@ UnaPibaGeek)
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REQUEST:
Sends ‘BuildInfo’ command

[
A

Sheila A. Berta (@ UnaPibaGeek)

RESPONSE:
Version is not present

\\\\\\\v///////

REAL SERVICE:

[DBG] [mongodb-honeypot-detection]

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

HONEYPOT:

[DBG] [mongodb-honeypot;déteétion] Dﬁhped Network

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000020
000000b0
000000c0

c9
00
01
72
74
73
6c
68
54
78
00
00
10

00
00
00
00
53
73
dc
53
69
57
10
00
6f

00
00
00
01
69
61
02
69
6d
69
6d
00
6b

00
00
00
10
7a
67
10
7a
65
72
69
00
00

00
00
ab
6d
65
65
6d
65
00
65
be
00
01

[’}
00
00
61
00
53
61
00
7e
56
57
08
00

00
00
00
78
00
69
78
e8
b9
65
69
72
00

00
00
00
42
00
7a
57
03
35
72
72
65
00

DIONAEA MONGODB

06
00
00
2e
be
64
64
6d

3c
00
08
73
00
65
72
00
47
73
65
61
00

30
00
69
6f
01
42
69
00
8b
69
56
64

Dumped Network

3c
00
02

00
00
73
6e
10
79
74
09
01
6f
65
4f

00
00
6d
4f
6d
74
65
6c
00
6e
72
6e

01
00
61
62
61
65
42
6f
00
00
73
6c

response for N 27017
00 00 00 |....<...<0...... |
60 0000 |......... sasasas
69 6f 6e ||....o0....version|
67 69 74 ||..... 4.0.23..git]|
37 63 36 |Version.)...@7cé
62 31 38 |611b38d2aachdbi18|
37 33 31 |46b688db70b32731|
00 05 00 |70fb..modules...|

respon:se for —:27é17

ee
00
73
6a
78
73
61
63
10
05
69
79

00
00
74
65
4d
00
74
61
6d
00
6f
00

00
00
65
63
65
00
63
6c
61
00
6e
00

|tSize.. v maxMe |
| ssageSizeBytes..|
|1...maxWriteBatc|

| ..minWireVersion|
foconse readOnly..|
PEolknises | e |

"]

DREAMLAB
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REQUEST:

“AAAA / HTTP/L.1" or

“GET /_cluster/settings” or
Update a document

RESPONSE:

“501 - Huh?” or
“index_not_found"”
“0K”

Sheila A. Berta (@ UnaPibaGeek)

ELASTICPOT
el SO

REAL SERVICE:

Response

Pretty Raw Hex

1| HTTP/1.1 405 Method Not Allowed
200

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; X-elastic-product: Elasticsearch
rv:109.0) Gecko/20100101 Firefox/117 content-type: application
Accept: Content-Type: application/json' -d'
text/html,application/Bg
mage/webp, */ .8
; Accept-Language: es-AH
Accept-Encoding: gzip))
Connection: close }
) Upgrade-Insecure-Requeptl

Enter host password for user 'elastic'.

"doc": {
"age": 31

DLZRPNg9w" , "shaxd":"@", "index":

uu1d" . "oOlSAHAGRlebDLzRPNg‘?w" “shard ,"status": AOA}Z

HONEYPOT:

Hex Render

Server TwlstedHeb/ZZ.lO L]
= P29 5 GMT

CuntEnt—Typ tex!/ntml charset utf-8

curl -X POST "http: //localhost 9200 hd83hd3di3/| update/1" -H
application/json' —-d'

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10.15;

rv:109.8) Gecko/20100101 Firefox/117.0
4 Accept:

text/html, 3

avif,image
5 Accept-Lang

'Content-Type:

6 Accept-Encq
Connection
[QITSCIII  "doc": {
) Upgrade-In "age": 31
ho
3}

%
\ ]
=

s |
G

{"error":{"root_cause":[{"type" "document _missing_ exceptmn" "reason":"[l] document missing"
nissing_exception", "reason":"[

DREAMLAB
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REQUEST:

&  QUIT" or “NON-EXISTENT"

—

[
-

Sheila A. Berta (@ UnaPibaGeek)

RESPONSE:

“ERR unknown command QUIT,
with args beginning with:)"

L#

REDIS HONEYPOT
\/

REAL SERVICE:

‘e

¥ ~ nc -vv 127.0.0.1 6379

\s

Connection to 127.0.0.1 port 6379 [tcp/*] succeeded!

NONEXISTENT <€——
-ERR unknown command 'NONEXISTENT', with args beginning
QUIT ¢—

# ~ 1

HONEYPOT:

2 nc -vv 138.68.179.61 6379
Connection to 138.68.179.61 port 6379 [tcp/*] succeeded!

NONEXISTENT €—

—ERR unknown command ‘NONEXISTENT', with args beginning

QUIT ¢—
tERR unknown command 'QUIT', with args beginning with:|

8¢

¢ -1

"]

DREAMLAB



APPLICATIONS

: . K DREAMLAB
Sheila A. Berta (@ UnaPibaGeek) L TecHNOLOGIES



CISCO ASA

\/

REAL SERVICE:

REQUEST:

Please enter your username and password.

&  GET/+CSCOE+/logon.html HTTP/L.1" e

USERNAME:
PASSWORD:

HONEYPOT:
RESPONSE:

Shows “Logon” instead of “Login”

Sheila A. Berta (@ UnaPibaGeek)
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CITRIXHONEYPOT
\/

REAL SERVICE:

MQ n

&  GET/HTTP/L1" (normal) cink | ADC -~ E—

|
HONEYPOT:

RESPONSE:

[s] #»  Citrix Login X
Shows “Citrix Login” but no real content G 0 & o htpsina

User Name admin

Password | «+++
Log On

'5 DREAMLAB
b TECHNOLOGIES
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— (ONPOT
\/

REAL SERVICE:

{

"data": "\ueee3\u2eeo\ueeeo\ueels\ueell\ufffd\u2eee\ueeeo\ueeee\ueees\useee\ufffd\ueee2\ueesl1\uesae\
ufffd\unee2\yaea1tiusan\ufsfd\unnaiin®

"hex": "0300861611c00020000400¢1220108¢c2020102c808102a" ,I

REQUEST: "request”": true
v )
{
"\ufea3\ufkfea\uneee\ued14\ued11\ufffd\udeee\uaeeo\ueees\uapas\ubdae\ufffd\ufee2\usep1\ueBea\

&  Starts Siemens negotiation e

0300001611200020000400c1220108c2028200c20102", I

(first packet) S

HONEYPOT:

{
RESPONSE "data": "\u@@83\u00e0\uease\ueels\ueall\ufffd\uéssa\ueeoo\ueeaa\ueoos\ueead\ufffd\ueeaz\ueeoi\ueeea\
g uE££dN10RA2313801\aaa2\LFEFd\uAaaT\n"
"hex": "0360801611e00066000408c1820160c2020102¢c6a16a", I

“\X03\x00\x00... \xc2\x02\x00\x00" e

{

"data": "\u@883\u00ee\uedse\ueol3\uecdc\ufffd\uédsd\ueeeo\ueeas\ueeeo\ueeed \ufffd\ueea2\ueeoe\ueeea\
ufffd\ueea? aa\ueaea"
| "hex": "036000130edB0BEE000D0ODC1026680c20200080", I

response’: true

r_-"l DREAMLAB
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REQUEST:
4 0

&®  mosquitto_pub -V matevs... () "

RESPONSE:

“\x20\x02\x00\x00" (MQTT v3.11)

-

Sheila A. Berta (@ UnaPibaGeek)

DIONAEA MOTT

\/ )

REAL SERVICE:

& mosquitto_pub -d -p 1883—t "test/topic" -m "1337"

Client null sending CONNECT

Client auto-7F2@CBCD-83CD-51C4-7BFC-BAF8735B1BCE received CONNACK (@)

Client auto-7F28CBCD-@3CD-51C4-7BFC-BAF8735B1BCE sending PUBLISH (de, qe, re, ml, 'test
[topic RNt

Client auto-7F “data" 18000\ U003\ uBBB3!
2 -1 "hex" ileleeee//d515A5A8502063c9?21ealueeee

10000\ U0014\L0000\u0080"
"request T Lrue

'
;7
{
"data‘ : " 5\ué 02 1\ uBE 0)auto-DF8FAD8B-D257-3C51-C037-9D9BO26ED3FB! \udbae
L hex 7033686Ba???eaealmei%l757Ab‘7dnuubgsacz.uuan?idms?3537)11331.335317da136?237Zdwuu%nas}%us
33. 10014"
“"response": true
}
»
[4# ~ mosguitto_pub -d -h NN -5 1883 |-V mqttv5 [t "test/topic" -m "1337"
Client null sending CONNECT
Error: Unknown error.
{

"data": "\u0@1@\up0l1e\uBpee\uBee4sMQTT\ueeB5\u0ee2\ueeen\uae3c\ueeas!\ueeed\uoels\uop00\ueean"
"hex": "1010@8@44d51545485020083¢ 21008146600",
"request": true

0oee\ugoee",

r_-"l DREAMLAB
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>>>> AUTOMATION & DEMO
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{ NUCLEI TEMPLATES
\\ i B

t mqtt-honeypot-detection

t Dionaea MQTT Honeypot Detection

@ One template per honeypot (+15) : UnaPibaGeek

¢ info

‘ Ready‘m'use Wlth NU[lEI A DionaealMQTT honeypot has been identified.

The response to a MQTTv5 packet differs from real installations, signaling

e
i dionaea
: dionaea
: dionaea,mqtt, honeypot

https://github.com/unapibageek

- "{{Hostname}}"

- "{{Host}}:1883"
= LR .
- > h;ﬂ(wﬂ%lmd5154540502003c03210@140ﬂ00
e,

t 1024
- ! binary
e 3

— - "20020000"

{ ﬁ {
: 2 DREAMLAB
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# Nuclei Templates |




o STATSTICS G
~ COUNTER-INTELLIGENCE

UNVEILING WHO IS BEHIND
HONEYPOTS NETWORKS



SWITZERLAND STATISTICS
\/

280 @

Honeypot Services

® [/

Unique Honeypots

14 @

Cantons

Sheila A. Berta (@ UnaPibaGeek)
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SWITZERLAND STATISTICS
v

TOP Locations

01 zurich (79)
0/ Geneve (15)
03 Bern (5)

04 Ticino (4)
05 Luzern (3)

TOP Organizations

01 Google Cloud (20)
0¢ Quickline AG (14)
03 Fiber (12)

04 Swisscom AG (8)
05 Green Floid LLC (5)

/

\
)
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COUNTER-INTELLIGENCE EXAMPLE

ETHziirich

ABOUT SERVICES COMPUTERS USER LAB SCIENCE PUBLICATIONS EVENTS Q

CENTRO SVIZZERO " : | SN
DI CALCOLO SCIENTIFICO £ .

Scientists reveal the

complex reality of a
simple particle

03.07.2023

Lugano, Ticino, Switzerland

\%\B‘c\‘i@@' s Wy |

gi DREAMLAB
i TECHNOLOGIES
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CONCLUSIONS
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CONCLUSIONS
\/

‘ Customized honeypots can still be detected via ‘flawed logic’ issues

‘ Using real services as honeypots helps against detection techniques

‘ Do not run honeypots on your own network (too risky and allows intel)

Sheila A. Berta (@ UnaPibaGeek) N Tl TECHNOLOGIES



THANK YOU!

\/ &
— Sheila A. Berta (@UnaPibaGeek)
{ sheila.berta@dreamlab.net
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