09:00-09:05

Opening Ceremony
Christian Folini Program Chair
09:05-09:35

Opening Keynote:

Risky Business: Some
High-Risk Users You May
Not Have Thought of and
How to Protect Them

Eva Galperin Director of
Cybersecurity, EFF

09:40-10:10

Gold Sponsor: Boltonshield
J Client Based Attacks
in a Hybrid Cloud
Environment

David Jacoby Founder of
Sprinkler Security Sweden,
Ethical Hacker, and Partner
of Boltonshield

10:10-10:50
Coffee Break

10:50-11:20

Social Engineering:

y Targeting Key Individuals,
Profiling, and
Weaponizing Psychology
Christina Lekati Senior Social

Engineering Trainer & Consultant,
Cyber Risk

11:25-11:55

Converging Behaviors
Across Threat Actors

Joe Slowik Threat Intelligence
Manager, Huntress

12:00-12:30

Teacher, Enforcer,
Soothsayer, Scapegoat:
the Life of the CISO

Joseph Da Silva CISO, RS Group
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THE HUMAN FACTOR
CONFERENCE

KURSAAL BERN, SWITZERLAND
OCTOBER 24, 2023

Scenario

09:00-10:10
See Arena

10:10-10:50
Coffee Break

10:50-11:20

Bug Hunters’
Perspectives on the
Challenges and Benefits
of the Bug Bounty
Ecosystem

Omer Akgqul PhD Student,
University of Maryland

11:25-11:55

, Secure-by-Design: How

do You Design with a
Security Mindset for the
User?

Christine Bejerasco CISO,
WithSecure

12:00-12:30

54) Cyber Resilience on the
' Swiss Financial Center —

the Swiss FS-CSC

Alexandra Arni Executive Director,
Swiss FS-CSC Association

SCHEDULE

Talks with a gray background are marked as “The Human Factor” talks

Panorama — Sponsors
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09:00-10:10
See Arena

10:10-10:50
Coffee Break

10:50-11:20
Our Supplier Has Been
Hit! What Do We Do Now?

Gregor Wegberg Head of Digital
Forensics and Incident Response,
Oneconsult

11:25-11:55
How adaptive is the CAT?

Hans-Peter Waldegger Manager
Cyber Security, Swisscom B2B

12:00-12:30

One Size Fits All Was

. Yesterday — Efficient
Awareness Made @SBB
Jorg Jungblut Information
Security Officer, SBB

Markus Giinther Security
Consultant, Temet




Arena

12:30—14:00
Lunch Break

14:00-14:30

Beyond Classical MFA:
Reinforcing Systems in an
Evolving Digital Landscape

Mauro Verderosa Cybersecurity
and IAM Expert, PSYND

14:35-15:05

Turning the Tables:
Honeypots, Flawed Logic
and Counter-Intelligence

Sheila A. Berta Head of Security
Research, Dreamlab Technologies

15:10-15:40

Help! | Have Data Center
Nightmares

Stefan Liiders Computer Security
Officer, CERN

15:40—16:20
Coffee Break

16:20-16:50

Making Sense of Data
Dumps and Data Leaks in
Times of War and Peace

Stefan Soesanto Senior
Researcher, CSS, ETH Zurich

Closing Keynote:
The Human OS: U Can‘t
Tech This

Yanya Viskovich Senior Manager
in Security Consulting, Accenture

17:30-21:00

Networking Apéro and Dinner

18:30 Raffle Prize Draw
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Scenario

12:30-14:00
Lunch Break

14:00-14:30

k. Unveiling Malicious
Behavior in Unknown
Binaries

Tim Blazytko Chief Scientist and
Co-Founder, emproof

14:35-15:05

& How to Deal with the
3 ¢ Inevitable Chaos of the

Cloud: On Humans and
Reality

Edzo Botjes Antifragility Architect,

Xebia

15:10-15:40

@ Navigating the

A
\

Coordinated Vulnerability

Disclosure Landscape

Edwin Foudil Security
Researcher, Cure53

15:40-16:20
Coffee Break

16:20-16:50

A How to Run a Great
Security Champion
Program

Raphael Schaffo IT Software

Engineer and Security Champion,

Swisspost

16:55—17:30
See Arena

17:30-21:00

Networking Apéro and Dinner

18:30 Raffle Prize Draw

Panorama — Sponsors

12:30—14:00
Lunch Break

14:00-14:30

Tell Me What You Use
and | Will Tell You Who
You Are!

Mario Bischof Senior Penetration
Tester, InfoGuard

14:35-15:05

Navigating the Perils:
The Precarious Depths
of Device Code Phishing
in Azure AD

Felix Aeppli Security Analyst,
Compass Security (Schweiz)

15:10-15:40

Resilience Rising:
Countering the Threat
Actors Behind Black
Basta Ransomware

Angelo Violetti Senior Digital
Forensics & Incident
Response Consultant, SEC
Consult (Schweiz)

15:40—16:20
Coffee Break

16:20-16:50

From Data Center Centric
to Data Centric: Stories
from Companies that got
Resilient the Hard Way

Robert Rolle Cybersecurity
Specialist, NTT Switzerland

16:55-17:30
See Arena

17:30-21:00

Networking Apéro and Dinner

18:30 Raffle Prize Draw




